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Abstract 


This chapter aims to solve the issues of the digital voting process using blockchain 
technology. Firstly, introducing the problems in the current voting system then goes 
into a brief explanation of blockchain technology that how it is currently being used 
in the digital voting process. This chapter represents the digital voting process in detail 
and the issues they face. Here, we represent the blockchain-based platform to the vot- 
ing system that ensures the privacy of the voter's vote. This platform also provides data 
immutability and transparency to the digital voting process. 


Chapter points 
e In this chapter, we discuss the role of blockchain in the voting system. 
e Here, we discuss the changes made in the traditional voting system after 
using blockchain technology. 
Democratic voting is a very crucial and serious event in any country. The 
most common way of voting is through a paper-based system, but this is 
not time to vote using a paper into the 21st century of this modern world. 
The digital voting process is the use of electronic devices, such as voting 
machines, Internet browsers, to cast voters to vote. This is also known as 
e-voting system or an online voting system. 
The major concern of the digital voting process is the security and 
privacy of the votes. With such monumental decisions at stake, there can 
be no doubt about the system’s ability to secure data and defend against 
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potential attacks. The only solution is the blockchain technology that can be 
potentially solved the issues of the digital voting system. It is a form of a dis- 
tributed database where records stored in the form of transactions in a block. 
With the use of blockchain technology, a secure and robust platform for the 
digital voting system can be provided. 


1. Current digital voting system 


Several countries are currently using digital voting systems around the 
world. For example, Estonia has had the electronic voting system since 2005 
and in 2007 was the first country in the world, which allows the online 
voting system to cast the votes at their respective places. The bases of this 
system are the national ID card that all Estonian citizens are given. These 
cards contain encrypted files that identify the owner and allows the owner 
to carry out online and electronic activities including online banking ser- 
vices, digitally signing documents, access their information on government 
databases, and e-voting [1]. 

To cast a vote in an online system, the voter should enter their card num- 
ber into a card reader and then access the voting website on the computer. 
Then, the voter enters the PIN number and an online system checks that 
the voter is eligible to vote or not. Once confirmed, the voter can cast the 
vote on election day. The voter can also use a mobile phone to cast a vote 
in an online voting system. When the voter submits its vote, a vote is passed 
through the publicly accessible server to the vote storage server where it is 
encrypted and stored until the online voting process is over. Then, the vote 
has all identifying information cleaned from it and is transferred by DVD to a 
vote counting server which is disconnected from all networks. This server 
decrypts and counts the votes and then outputs the results. Each stage of this 
process is logged and audited [2]. In this process, there is the possibility of risks 
via malware on the client-side machine that monitors the user placing their 
vote and then later changing the votes to a different candidate. The other pos- 


sible risk is for an attacker to directly infect the servers though malware being 
placed on the DVDs used to set up the servers and transfer the votes [3]. 
The scenario of online voting system in Estonia [1] is as shown in Fig. 1. 


2. Blockchain-based online voting system 


The traditional and online electoral systems have to handle many 
issues and problems related to security, privacy, and transparency in its 
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Fig. 1 Online voting system in Estonia [1]. 


existing manner of execution. Electoral systems use a centralized network 
wherein all the processing is handled by a trusted third party. However, this 
leads to some other major concerns in the form of security and transparency 
in these systems. To solve these problems in the online voting system, 
blockchain technology is a promising solution. It not only authenticates 
the voters but also provides confidentiality of the votes in online voting 
system. The architecture of the blockchain-based voting process system is 
as shown in Fig. 2. In this architecture, blockchain safeguards and secures 
the entire voter registration, voting, and counting processes in a distributed 
manner. 

The usage of blockchain in the online voting system in two aspects, 
which is described as follows. 


2.1 Record-keeping database or database manipulation 


In an online voting process, the prevention of voting database manipulation 
is of utmost importance. Moreover, the manipulation in the result voting 
data is also an important concern. The use of blockchain technology with 
permission protocol provides a distributed record-keeping framework to 
an online voting system. It uses SHA-256 to compute the hash values for 
recording the voting results of different stations that are linked to each other. 
The use of digital signatures having blockchain in the voting system provides 
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Fig. 2 Blockchain in online voting system. 


reliability to the system. Hence, by integrating the blockchain in the online 
voting system ensures decentralized, non-interactive, self-managed, and free 
receipt platform for a large scale electoral process [4,5] 


2.2 Tamper-proof vote counting 


Vote counting in the online voting process must be tamper-proof and secure 
in every manner. An attacker can gain control of the counting process and 
manipulate the votes and alter the winning candidate, which may lead to 
serious obligations. The verifiability process of blockchain in the online 
voting system provides a reliable, verifiable, transparent, secure, and efficient 
platform [6]. 

In the end, it has been observed that the blockchain technology provides 
transparent, tamper-proof, and reliable results in the online voting process. 
To ensure a secure voting process, the private blockchain platform can be 
used in which nodes will behave in a restricted manner. In this network, 
every node cannot participate in the blockchain and there is strict authority 
management on data access. It would establish more trust and thereby 
encourage more people participation and vote in the democratic process. 
But in addition to this, blockchain technology is the biggest challenge for 
those countries which have low Internet connectivity and mobile 
penetration. 
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